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SUBJECT: Encryption of Sensitive Unclassified Data at Rest on Mobile Computing
Devices and Removable Storage Media

References: (a) DoDI 8500.2, "Information Assurance (IA) Implementation,"
February 6, 2003

(b) DoDD 8100.2, "Use of Commercial Wireless Devices, Services, and
Technologies in the Department of Defense (DoD) Global Information
Grid (GIG)," April 14, 2004, as supplemented by ASD NII/DoD CIO
memorandum, same subject, June 2, 2006

(c) DoD Policy Memorandum, "Department of Defense Guidance on
Protecting Personally Identifiable Information (PH)," August 18, 2006

(d) DoD Policy Memorandum, "Protection of Sensitive DoD Data at Rest
on Portable Computing Devices," April 18, 2006

References (a) through (c) require encryption of various categories of sensitive
DoD data at rest under certain circumstances. Reference (d) provides recommendations
on means to protect sensitive unclassified information on portable computing devices
used within DoD and advises that the suggestions are expected to become policy
requirements in the ncar future. This memorandum establishes additional DoD policy for
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the protection of sensitive unclassified information on mobile computing devices and
removable storage media. It applies to all DoD Components and their supporting
commercial contactors that process sensitive DoD information.

It is DoD policy that:

(1) All unclassified DoD data at rest that has not been approved for public
release and is stored on mobile computing devices such as laptops and personal digital
assistants (PDAs), or removable storage media such as thumb drives and compact discs,
shall be treated as sensitive data and encrypted using commercially available encryption
technology. Minimally, the cryptography shall be National Institute of Standards and
Technology (NIST) Federal Information Processing Standard 140-2 (FIPS 140-2)
compliant and a mechanism shall be established to ensure encrypted data can be
recovered in the event the primary encryption system fails or to support other mission or
regulatory requirements. DoD information that has been approved for public release does
not require encryption.

(2) Priority shall be given to satisfying the requirements of reference (c)
and to encrypting DoD information on mobile computing devices used by senior officials
(e.g., nag officers and senior executives) and other individuals who travel frequently,
particularly to areas outside of the continental United States where loss, theft, or
exploitation of the devices is more likely or the consequence of the loss would be more
severe.

(3) The requirement to encrypt sensitive unclassified data at rest on mobile
computing devices and removable storage media is in addition to the management and
access controls for all computing devices specified in references (a) through (c).

(4) In anticipation of emerging encryption product capabilities, as well as
requirements for device authentication, DoD Components shall ensure all new computer
assets (e.g., server, desktop, laptop, and PDA) procured to support the DoD enterprise
include a Trusted Platform Module (TPM) version 1.2 or higher where such technology is
available. Written justification must be provided to the responsible Designated
Approving Authority if assets are procured without TPM technology in cases where it is
available.

DoD Components shall purchase data at rest encryption products through the DoD
Enterprise Software Initiative (ESI). The ESI establishes DoD-wide Enterprise Software
Agreements / Blanket Purchase Agreements that substantially reduce the cost of
common-use, commercial off-the-shelf software. Information on encryption products
that meet the requirements of this policy may be found in Attachment 2. Other
implementation details may be found at http://www.esi.mil and at http://iase.disa.mil



This policy is effective immediately. DoD Components wil1 report the status of
their implementation efforts to this office no later than December 31, 2007. The 000
CIO points of contact are David Hol1is (703) 602-9982, david.hol1is@osd.mil and David
Tuteral (703) 604-0503, david.tuteral.ctr@osd.mil of the Defense-wide Information
Assurance Program Office.

Attachments:
1. Definitions
2. Press Release

cc:

ChiefInformation Officers of the 000 Components




